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QUESTION NO: 1
An insurance company has a connected app in its Salesforce environment that is used to
integrate with a Google Workspace (formerly knot as G Suite).
An identity and access management (IAM) architect has been asked to implement
automation to enable users, freeze/suspend users, disable users, and reactivate existing
users in Google Workspace upon similar actions in Salesforce.
Which solution is recommended to meet this requirement?
A. Build an Apex trigger on the useriogin object to make asynchronous callouts to Google
APIs.
B. Build a custom REST endpoint in Salesforce that Google Workspace can poll against.
C. Configure user Provisioning for Connected Apps.
D. Update the Security Assertion Markup Language Just-in-Time (SAML JIt; handler in
Salesforce for user provisioning and de-provisioning.
Answer: C

QUESTION NO: 2
Universal Containers is creating a mobile application that will be secured by Salesforce
Identity using the OAuth 2.0 user-agent flow. Application users will authenticate using
username and password. They should not be forced to approve API access in the mobile app
or reauthenticate for 3 months.
Which two connected app options need to be configured to fulfill this use case?
Choose 2 answers
A. Set the Session Timeout value to 3 months.
B. Set Permitted Users to "Admin approved users are pre-authorized".
C. Set the Refresh Token Policy to expire refresh token after 3 months.
D. Set Permitted Users to "All users may self-authorize".
Answer: C,D

QUESTION NO: 3
Universal containers (UC) is concerned that having a self-registration page will provide a
means for "bots" or unintended audiences to create user records, thereby consuming
licences and adding dirty dat a. Which two actions should UC take to prevent unauthorised
form submissions during the self-registration process? Choose 2 answers
A. Use open-ended security questions and complex password requirements
B. Use hidden fields populated via java script events in the self-registration page.
C. Require a captcha at the end of the self-registration process.
D. Primarily use lookup and picklist fields on the self registration page.
Answer: B,C

QUESTION NO: 4
Northern Trail Outfitters (NTO) is planning to implement a community for its customers using
Salesforce Experience Cloud . Customers are not able to self-register. NTO would like to
have customers set their own passwords when provided access to the community.
Which two recommendations should an identity architect make to fulfill this requirement?
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Choose 2 answers
A. Enable Welcome emails while configuring the Experience Cloud site.
B. Add customers as contacts and add them to Experience Cloud site.
C. Allow Password reset using the API to update Experience Cloud site membership.
D. Use Login Flows to allow users to reset password in Experience Cloud site.
Answer: C,D

QUESTION NO: 5
Which two considerations should be made when implementing Delegated Authentication?
Choose 2 answers
A. The authentication web service can include custom attributes.
B. Just-in-time Provisioning can be configured for new users.
C. It can be used to authenticate API clients and mobile apps.
D. Salesforce servers receive but do not validate a user's credentials.
E. It requires trusted IP ranges at the User Profile level.
Answer: B,C

QUESTION NO: 6
Northern Trail Outfitters (NTO) has an existing custom business-to-consumer (B2C) website
that does NOT support single sign-on standards, such as Security Assertion Markup
Language (SAMi) or OAuth. NTO wants to use Salesforce Identity to register and
authenticate new customers on the website.
Which two Salesforce features should an identity architect use in order to provide
username/password authentication for the website?
Choose 2 answers
A. Identity Connect
B. Embedded Login
C. Delegated Authentication
D. Connected Apps
Answer: B,C

QUESTION NO: 7
Universal Containers has multiple Salesforce instances where users receive emails from
different instances. Users should be logged into the correct Salesforce instance
authenticated by their IdP when clicking on an email link to a Salesforce record.
What should be enabled in Salesforce as a prerequisite?
A. My Domain
B. Identity Provider
C. Multi-Factor Authentication
D. External Identity
Answer: A

QUESTION NO: 8
How should an identity architect automate provisioning and deprovisioning of users into
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Salesforce from an external system?
A. Call OpenID Connect (OIDC)-userinfo endpoint with a valid access token.
B. Call SOAP API upsertQ on user object.
C. Use Security Assertion Markup Language Just-in-Time (SAML JIT) on incoming SAML
assertions.
D. Run registration handler on incoming OAuth responses.
Answer: D

QUESTION NO: 9
Universal containers (UC) is setting up Delegated Authentication to allow employees to log in
using their corporate credentials. UC's security team is concerned about the risk of exposing
the corporate login service on the Internet and has asked that a reliable trust mechanism be
put in place between the login service and salesforce. What mechanism should an architect
put in place to enable a trusted connection between the login services and salesforce?
A. Require the use of Salesforce security Tokens on password.
B. Set up a proxy server for the login service in the DMZ.
C. Include client ID and client secret in the login header callout.
D. Enforce mutual Authentication between systems using SSL.
Answer: A

QUESTION NO: 10
Northern Trail Outfitters recently acquired a company. Each company will retain its Identity
Provider (IdP). Both companies rely extensively on Salesforce processes that send emails to
users to take specific actions in Salesforce.
How should the combined companys' employees collaborate in a single Salesforce org, yet
authenticate to the appropriate IdP?
A. Have generated links be prefixed with the appropriate IdP URL to invoke an IdP-initiated
Security Assertion Markup Language flow when clicked.
B. Enable each IdP as a login option in the MyDomain Authentication Service settings. Users
will then click on the appropriate IdP button.
C. Configure unique MyDomains for each company and have generated links use the
appropriate MyDomam in the URL.
D. Have generated links append a querystnng parameter indicating the IdP. The login service
will redirect to the appropriate IdP.
Answer: B

QUESTION NO: 11
Northern Trail Outfitters (NTO) has a number of employees who do NOT need access
Salesforce objects. Trie employees should sign in to a custom Benefits web app using their
Salesforce credentials.
Which license should the identity architect recommend to fulfill this requirement?
A. Identity Only License
B. External Identity License
C. Identity Connect License
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D. Identity Verification Credits Add-on License
Answer: A

QUESTION NO: 12
Universal Containers (UC) wants its closed Won opportunities to be synced to a Data
Warehouse in near real time. UC has implemented Outbound Message to enable near real-
time data sync. UC wants to ensure that communication between Salesforce and Target
System is Secure. What Certificate is sent along with the Outbound Message?
A. The Self-Signed Certificates from the Certificate & Key Management menu.
B. The CA-Signed Certificate from the Certificate and Key Management menu.
C. The default Client Certificate from the Develop--> API Menu.
D. The default Client Certificate or a Certificate from Certificate and Key Management menu.
Answer: C

QUESTION NO: 13
Universal Containers (UC) is considering a Customer 360 initiative to gain a single source of
the truth for its customer data across disparate systems and services. UC wants to
understand the primary benefits of Customer 360 Identity and how it contributes ato
successful Customer 360 Truth project.
What are two are key benefits of Customer 360 Identity as it relates to Customer 360?
Choose 2 answers
A. Customer 360 Identity not only provides a unified sign up and sign in experience, but also
tracks anonymous user activity prior to signing up so organizations can understand user
activity before and after the users identify themselves.
B. Customer 360 Identity enables an organization to build a single login for each of its
customers, giving the organization an understanding of the user's login activity across all its
digital properties and applications.
C. Customer 360 Identity automatically integrates with Customer 360 Data Manager and
Customer 360 Audiences to seamlessly populate all user data.
D. Customer 360 Identity supports multiple brands so you can deliver centralized identity
services and correlation of user activity, even if it spans multiple corporate brands and user
experiences.
Answer: B,D

QUESTION NO: 14
Universal Containers (UC) has implemented a multi-org architecture in their company. Many
users have licences across multiple orgs, and they are complaining about remembering
which org and credentials are tied to which business process. Which two recommendations
should the Architect make to address the Complaints? Choose 2 answers
A. Implement Delegated Authentication from each org to the LDAP provider.
B. Implement IdP-Initiated Single Sign-on flows to allow deep linking.
C. Activate My Domain to Brand each org to the specific business use case.
D. Implement SP-Initiated Single Sign-on flows to allow deep linking.
Answer: C,D
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QUESTION NO: 15
An architect needs to advise the team that manages the identity provider how to differentiate
salesforce from other service providers. What SAML SSO setting in salesforce provides this
capability?
A. SAML identity location
B. Identity provider login URL
C. Issuer
D. Entity id
Answer: D

QUESTION NO: 16
Universal containers wants to implement single Sign-on for a salesforce org using an external
identity provider and corporate identity store. What type of Authentication flow is required to
support deep linking?
A. Service-provider-initiated SSO
B. Web server Oauth SSO flow.
C. Identity-provider-initiated SSO
D. Start URL on identity provider
Answer: A

QUESTION NO: 17
Universal containers (UC) wants to implement a partner community. As part of their
implementation, UC would like to modify both the Forgot password and change password
experience with custom branding for their partner community users. Which 2 actions should
an architect recommend to UC? Choose 2 answers
A. Build a custom visualforce page for the change password experience and a community
builder page for the Forgot password experience.
B. Build a community builder page for the change password experience and Custom
Visualforce page for the Forgot password experience.
C. Build a custom visualforce page for both the change password and Forgot password
experiences.
D. Build a community builder page for both the change password and Forgot password
experiences.
Answer: A,C

QUESTION NO: 18
Universal Containers (UC) uses Salesforce as a CRM and identity provider (IdP) for their
Sales Team to seamlessly login to intemaJ portals. The IT team at UC is now evaluating
Salesforce to act as an IdP for its remaining employees.
Which Salesforce license is required to fulfill this requirement?
A. Identity Verification
B. External Identity
C. Identity Connect
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D. Identity Only
Answer: D

QUESTION NO: 19
A real estate company wants to provide its customers a digital space to design their interior
decoration options. To simplify the registration to gain access to the community site (built in
Experience Cloud), the CTO has requested that the IT/Development team provide the option
for customers to use their existing social-media credentials to register and access.
The IT lead has approached the Salesforce Identity and Access Management (IAM) architect
for technical direction on implementing the social sign-on (for Facebook, Twitter, and a new
provider that supports standard OpenID Connect (OIDC)).
Which two recommendations should the Salesforce IAM architect make to the IT Lead?
Choose 2 answers
A. Authentication provider configuration is required each social sign-on providers; and enable
Authentication providers in community.
B. Apex coding skills are needed for registration handler to create and update users.
C. For supporting OIDC it is necessary to enable Security Assertion Markup Language
(SAML) with Just-in-Time provisioning (JIT) and OAuth 2.0.
D. Use declarative registration handler process builder/flow to create, update users and
contacts.
Answer: A,B

QUESTION NO: 20
Universal Containers (UC) wants to implement SAML SSO for their internal of Salesforce
users using a third-party IdP. After some evaluation, UC decides NOT to 65« set up My
Domain for their Salesforce org. How does that decision impact their SSO implementation?
A. Either SP- or IdP-initiated SSO will work.
B. SP-initiated SSO will NOT work
C. Neither SP- nor IdP-initiated SSO will work.
D. IdP-initiated SSO will NOT work.
Answer: C
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